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Introduction

Lack of security and privacy are two very Because of the obvious lack of awareness
common problems facing those involved with concerning security and privacy, the following
computers today. Many people in the computer questions need to be answered:
business are simply not aware of or are
apathetic to ADP (automated data processing) 1. What do the terms "security" and
security and privacy matters. "privacy" mean when used in connection

I with ADP hardware and software?

Loss of security and privacy is, however, a
very real threat in today's highly automated 2. What happens when there is a lack of
world. Without strict security and privacy security? of privacy?
regulations, data could be lost, stolen, or
manipulated. Since much modern data are 3. What are some of the causes of this lack
beginning to be stored in ADP systems, misuse, of security and privacy?
mismanagement, or just plain carelessness could
result in major problems for a great number of 4. Who has the ultimate responsibility for
people. maintaining security and determining

privacy requirements?
Some security can be built into ADP hardware

and software during the developmental phase, S. What are some of the possible solutions
but, at the present time, no system is for these problems?
completely secure. It is the responsibility of
computer users/custodians to maintain a high,,
level of security and privacy for all computer
files.
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Why Is Security Such a Problemf
How Does Security Relate to ADP Systems?
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The security aspects of ADP systems can be not been completely and competently
defined as: maintained.

1. Large scale data bases containing sensitive
information, Are There Any Other Security Problems?

2. Remote access considerations,
,. Constant growth in numbers of users, and

4. Increase in numbers of personnel with In addition to the vulnerabilities produced as
technical knowledge required to access a by-product of the computer industry growth,
computer systems. there are certain very real threats to security

including:

Why Are Security Problems on the Rise? 1. Natural hazards

- Fire ,
* Flood,

In today's complex world, there is an * Severe storm,
in(reased dependency upon computer systems * Failure of electrical power (e.g.. air
for criti(al and sensitive applications, conditioning),
Dependency also stems from a lack of manual * Communicati)ns failure. and
ba(k-ut' systems and inadequate, t ingen( * System failure.
planning.

2. Accidental errors, omissions, or failures
Altho ugh there is an increased dependency 0 User errors,

upon (omputers, there has hI en apathy or a a Operator errors.
la( k of awareness (Oin( 1r1uin se urit because * Data preparation errors,
(if %% ork exigen ies. fher. i,, also the matter of * Application program errors,
limited resour(vf'hat require (areful • Output errors
(msideratio)n of I 'iitlOs 0 Svstem errors.

* (omtmtunication errors, and
In ,ther sOr Is beause ot the great demand • Inadvertent release of sensitive

for last, otfilent on'puter ser\, ites, se uritv has information.
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itiiH rte ~ tItT~lllt'r bus lWho Is Actually Responsible for Security?

Q 'i It is the responsibility of the system designers
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wi 'trm ti i alitist should set Up se'curity reqJuirements and

regulationus tot their employees. In addition, the
endors and u-sers should wrk together to

determinet Mho is responsible for what
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What Roles Do Management and Users There is also another problem regarding user
Play in Security Problems? security. Many computer users feel that the

classification of data is the responsibility of
those involved with computer operation rather

In most cases, management plays a key role than that of computer users. In fact,
in the problems associated with security. In classification rests in the hands of subject matter
general, most managers are mission-oriented, specialists, not computer operations people.
They are more concerned with the ultimate
product than with the production process. Today's computer world is marked by rapid
Management has recently become more aware growth and extension of applications, continued
of the critical problems associated with growth in the numbers of systems (especially
computer security and they are taking strong mini- and micro-computers), and large increases
measures to resolve those problems. in the numbers of people involved in data

processing. In such an environment.
Individual users also have problems with management's lack of involvement and users'

security. There seems to be a lack of concern apathy serve only to compound the ADP
with regard to system security. The user has a security problem.
tendency to view a computer as just another
inanimate object, and yet, this inanimate object
still presents a challenge to him. In most cases,
a user will not consider computer abuse (on a
small scale) a crime. Computer system users can
also be lax about reporting known security
violations because they don't realize that it can
jeopardize their own security.
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Privacy-What Is It? Who Could Gain from Use of Personal
Data?
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Has Anything Been Done to Prevent Such The (ustodian should also determine how the
Acts? use of the information requested could

adversely affect the particular individual
involved. He can do this by (onsidering the

Congress passed the Priva(y Act of 1q74' following criteria:
•- hich sets up certain guidelines regarding
privacy and data stored in (omputers and 1. What is adverse?
manual files. In essence, Congress recognized
that a person does have a right to privacy. 2. What data are vital?
in(luding privacy with regard to personal files.
Hoss ever, there are instances when such files 3. What should be done if vital information
wrl hUbe made asailable t) authorized persons is in error?
uipiin request.

4. What should be done if ital information
is disputed?

What Are the Custodian's Responsibilities
Concerning Privacy? 5. What should be done if vital information

is missing?

fht (ustodianl has a responsibility to 6. lor much impact will an error (orre(tion
determine infiormatiioin ne(essary M hen a have tin a system?

r(q(uest has heen re( eiv ed for file informatilon
The a(t ra( , standards should also be A determination should also be made as to
determined, along with identifi(ation of the need-to-knos."

pri )te( tiin req(ui renients. and the establishment
it the sensitisiv i r(ILIsted information.
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Summary of ADP Security/Privacy What Can Be Done?
Problems

Security and priva(y are two very important
The typical problem areas with regard to facets that a society, which is fast becoming

(omputer security are as follows: automated, has to take into account. Although
many things contribute to a lack or Joss of

1. Insufficient emphasis on computer security and privacy. the main ingredients in
security (i.e.. inadequate security any security or privacy problem are the people
planning(ontingency planning), involved with the systems. lo most people.

2. tack of vulnerability threat, risk 'security" and "priva(y" are nebulous terms, and
assessment, rather than learn all the rules and regulations

i. lack ot management involvement in concerning them, they choose to be apathetic.
( omputer sec untv iSsues, and In order for society to have an effective and

4 Lack of prote(tion against natural efficient computerized network, not only the
disasters. systems themselves, but also all of the people

involved with them, must be 'geared" toward

Computer priva( problems include: maintaining security and privacy. Security and
privacy measures cannot be looked upon as

1, Manipulation of data (modification or unimportant or not pertinent, but must become
falsificat ion), an integral part of the computer environment.

2. Acquisition of proprietary information
Sithout a "need-to-know." and

i. Llnauthorized acquisitir)n of

passVords, algorithms.

A-L

-I. * *i i. . . .. _: - , .' . .. ..



I h1w lii toklet tx as prepared by the Computer S et0
I eparti ent to prtimo te ass areness of (ornputer
set Urits aind pr atv s jrobl(*ms,

Ilit, ( im putt r ',t erR es Departmnent %%ishes to0
at kin isedge the ext ellen! responise and assistanre
piro- is ted hv Mr. I Bonas. Craphirs Brain h, and Mr. W.
I C mforia let hoica I Writing Branch, in pinning this
putlil ation. Appret iation is also extended to Mr. 1). A
I iton ii, raphi( s Bran~ ft or tjonceivang and preparing
the artss tirk: to Ms. P. A. Ellis, Tet hnii.al Writing
Brain It, lo r t oirdinating and writing the booklet: anid
to M0r. 1. 1 .\eville. Jr., Programming and] Comput)Ler
Operations lirant h. tor his itleas and guidance.

QueVstions and] onments concerning the contents, oi!
this booklet should be directed to MOr. J. R. Bahiet
(Code 44 19.
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